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1 For Official Use Only (FOUO) and Controlled Unclassified Information (CUI) may include all of the following except:

A O Sensitive information

B O Secret information

C O Payroll information

D O Personnel information

2 All of the following are principles essential to a secure information systems except:

A O Integrity

B O Availability

C O Accountability

D O Confidentiality

3 Both internal and external threats can bring down a system. Which of the following represents an internal threat?

A O Terrorist group

B O Protestors

C O Hackers

D O Disgruntled user

4 A man dressed as a service technician asks Monique for her system passwords so that he can eradicate a problem
on her computer. She gives him the passwords. Monique is a victim of:

A O Social engineering

B O Vulnerability

C O Threat

D O Peer-to-peer technology
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5 According to the U. S. Department of Justice, what type of fraud is one of the fastest growing white-collar crimes?

A O Internet fraud

B O Online gambling

C O Telephone transfer fraud

D O Pyramid schemes

6 The only acceptable use in this list for any USDA computer asset is:

A O Viewing or downloading pornography.

B O Conducting private commercial business.

C O Gambling on the Internet.

D O Conducting research for a work project.

7 A file with which of the following file extensions is most likely to contain malicious code?

A O .jpg

B O .doc

C O .bat

D O .pdf

8 Edna wants to create a strong password. She should avoid all of the following except:

A O Birthdays

B O Family or pet names

C O Sports teams

D O Special characters

9 All of the following are common ways of spreading malicious code except:

A O Downloading files from the web

B O Peer-to-peer software

C O E-mail attachments

D O Backup important files
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10 Which of the following are an example of a security incident?

A O Attempts to send electronic junk mail in the form of commercial announcements.

B O Attempts by unidentified or unauthorized people to obtain sensitive personal or business information.

C O Loss of a government laptop containing personnel information.

D O All of the above

11 What is not PII?

A O Gender

B O Place of birth

C O Employment History

D O Information about or associated with an individual

12 Which of the following will help reduce your risk of identity theft when engaging in e-commerce?

A O Use e-commerce for all transactions.

B O Click on links sent to you from trusted providers.

C O Respond to E-mail inquiries only from institutions you do business with regularly.

D O Confirm the site you are using uses an encrypted link.
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